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         Abstract–Fault diagnosis play an important role in the area of field programmable gate arrays (FPGAs) because 

faults can be avoided by reconfiguration at less cost. SRAM-BASED field-programmable gate arrays (FPGAs) are 2-D 

arrays of configurable logic blocks (CLBs) and programmable switch matrices, surrounded by programmable I/O blocks 

on the periphery. This work is based on application-dependent detection methods for FPGAs. This technique can easily 

and  uniquely identify any single bridging, open, or stuck-at fault in the interconnect as well as any single functional 

fault, a fault resulting a change in the truth table of a function, in the logic blocks. The number of test configurations for 

interconnect diagnosis is logarithmic to the size of the mapped design, whereas logic diagnosis is performed in only one 

test configuration with less than 5% overhead of built-in self diagnosis. Experimental and analytical results show that our 

approaches achieve significant dependability improvement with small configuration storage overhead. 

 

    Index Terms- Bridging Fault, CLB, Fault Diagnosis, Stuck-at Fault, Open Fault. 

 

I. INTRODUCTION 

Field programmable gate array (FPGA) technology has drastically reduced the cost of hardware manufacture, 

making hardware implementation economically feasible for applications which were previously restricted to 

software. As the use of FPGAs in commercial products becomes more common place, the significance of 

reliability and test has a greater financial impact. The increasing importance of the FPGA test problem has 

driven substantial research activity in a variety of FPGA test approaches. (FPGAs) are digital devices that 
implement logic circuits required by users in the field. Because of their short turnaround time, low 

manufacturing cost, and field programmability, interest in system prototyping and reconfiguration using FPGAs 

has steadily increased. There are many different FPGA architectures, driven by different programming 

technologies.  

The type we consider here is SRAM-based which users can reprogram any number of times. In research, one 

theme related habitually to defect tolerance (manufacturer side) is fault tolerance (user side) [1]–[2]. The use of 

systems with fault tolerance ability is essential, especially for some applications where the downtime has a 

critical impact as in the case of space or medical equipment [3]. Note that in terminology introduced by 

Aviziennis [4] and revised by Laprie [5], the concepts fault tolerance and defect tolerances are similar. In this 

paper, application-dependent diagnosis techniques for logic and interconnect resources are presented. For 

interconnect diagnosis, the configuration of used logic blocks is modified, and the configuration of the 

interconnects remains unchanged. Any single fault (open, stuck-at, or bridging fault) in the interconnects can be 
uniquely identified in a small number of test configurations. For logic diagnosis, a built-in self diagnosis (BISD) 

method is presented in which the configuration of used logic blocks remains unchanged while the configurations 

of the interconnect resources and unused logic blocks are modified. Any single functional fault, inclusive of all 

stuck-at faults, in logic blocks is precisely diagnosed in only one test configuration; the present techniques in 

this paper are extended for multiple fault diagnosis. Moreover, detailed experimental analysis of the number of 

test configuration(s) as well as the overhead of the BISD method using benchmark circuits mapped into FPGAs 

is presented. 

A.FPGA Architecture 
The FPGA (Fig-1) consists of an NXN array of programmable CLBs, programmable I/O blocks, and a 

programmable interconnect structure. On each side of the FPGA are tN I/O blocks; in other words, the FPGA 

contains 4tN I/O blocks. Each CLB consists of one lookup table, two multiplexers, and one D flip-flop (DFF), 
connected as follows. 

The SRAM-based FPGA [Fig-2] consists of an array of NXN configurable logic blocks (CLBs) which can be 

programmed with configuration cell data to generate logical functions. The set of all configuration cell data 

makes up an FPGA configuration. Each CLB can be connected to the other CLBs via the interconnect networks. 

The input–output signals can be transmitted to/from outside the FPGA using the input–output blocks. 
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Fig-1 FPGA Architecture 

 
 

Fig-2 SRAM based FPGA Architecture 

 

 

II. DESIGN ASPECTS 

 

A. Fault Model 

 FPGA comprises several parts (CLBs, interconnect resources, and input–outputs). Conventionally, faults in 

these parts are addressed in different research studies. Each study assumes a particular fault in one unique part. 

Some researchers [6], [7] prefer a functional fault model, while other researchers [8] choose a more elaborate 

fault model assuming a hybrid stuck at/functional fault model. In this case of parts for which the precise gate-
level description is given in the data book of the product, they assume a stuck at fault model and for other parts 

described in the data book as black blocks they assume a functional fault model. Recently, Zhao et al. proposed 

the detection of bridging faults in a CLB. This fault model requires precise information on the structure, which 

(as researchers in an academic institution) we do not know. One of the main works in this category of research 

assumed a stuck at fault model for the AT&T ORCA CLB. The authors of the work developed a complete gate-

level for the CLB. The same structural problem can be seen once again. However, the traditional fault model 

adopted by most researchers [6], is the following:  

 an open on any wire,   

 a bridge of any pair of wires surrounding a switch matrix,  

 Fault of any switching matrix including short fault, bridge fault, and open fault. 

The connecting blocks are not included in the fault model in a majority of the works. However, the connecting 

blocks can be seen as one part of the CLB, and faults concerning this part will be included in the CLB fault 
model. A connection block has the same structure as a switching block, except for the fact that the connection 

blocks hold routing switches that serve to connect the logic pins from CLB to the wire segments, while the 
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routing switches of the switching blocks allow wire segments to be connected to other wire segments. The 

connections between lines are also controlled by the configuration cells data. 

B. Fault Diagnosis 

 Conventional research studies targeting fault detection in the SRAM-based FPGA can be classified as shown in 

Fig-3. The approaches are divided widely into three classes. The first class aims at testing the FPGA by using 

the reconfigurability and the programming facilities of the device [6]. The second class aims at the modification 
of the original FPGA hardware to a new structure to make testing easy. Conventionally, this class is named 

design for testability (DFT). The third class focuses on applying to the FPGA chip. Every class is divided 

further according to the target FPGA part being tested. A point to note in this classification is that the built-in 

self-test (BIST) approach is not classified in DFT. In fact, the concept of BIST used here is not the same as in 

the usual VLSI circuit. This particular point will be explained with more comprehensive information in this 

paper. Additionally, note that nearly all approaches classified are to be applied off-line test. The authors believe 

that only a few of them can be improved to be applied on-line, for example, the built in self-test and shifting 

approach. 

Classification of SRAM-based FPGA approaches for fault detection. 

SRAM based FPGA fault detection 

 Testing of the chip using programmability 

 Testing of CLBs 

 Testing of interconnect resources 

 Testing of input output terminals 

 Design of Testability 

 IDDQ test 

 
 

Fig-3 Block Diagram of Multiple Fault Diagnosis 

Fault diagnosis Procedure Assume that the outcome of each test configuration at the tester is a pass/fail result, 

i.e., the worst case condition is considered in which no further information regarding the failing outputs or test 

clock cycles is available. Note that this problem is different from conventional diagnosis approaches for bus 

interconnects in which all nets are fully observable. This is a special diagnosis problem in which all (internal) 

nets have full controllability (using single-term functions, it is possible to set any desirable value to each net) but 

limited observability (instead of observing the value of each net, only the pass/fail outcome can be obtained). 

Having considered this assumption, to precisely diagnose one single fault out of n distinct faults, at least log 2 n 
pass/fail outcomes are required. Diagnosis procedures are categorized into adaptive and nonadaptive 

approaches.  

In an adaptive procedure, the choice of the next step (test configuration) is based on the pass/fail outcome of the 

previous step. In a non-adaptive procedure, all steps are performed first (all test configurations applied and tester 

outcomes are gathered) and the faulty elements are determined based on the failing pattern. The failing pattern 

for test configurations contains bit, each bit position is 1 if and only if the corresponding configuration fails at 

the tester. Non-adaptive approaches are preferable over adaptive ones since the total test application time for 

non-adaptive procedures are typically smaller than that for adaptive ones. The following subsections describe 

the proposed diagnosis procedures based on various fault models.  
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i) Diagnosis of Stuck-At Faults: A circuit with n nets has 2n stuck-at faults. Based on the above assumption, in 

order to uniquely identify any single stuck-at fault at least log 22n = 1+log2n test configurations are required.  

 ii) Diagnosis of Open Faults: An open fault on a net can be detected by applying a sequence of stuck-at fault 

tests for that net. Since an open fault can behave either as stuck-at-1 or stuck-at-0 faults, it is required to test for 

both stuck-at faults to guarantee the detection of open faults. As mentioned in Section III-C1, the first step of 

stuck-at fault diagnosis consists of the all OR test configuration. If the all-AND configuration (the dual of all-
OR) is also applied and both of them fail, it can be concluded that there is an open fault (based on single fault 

assumption). In this case, by applying the remaining the failing pattern uniquely identifies the net with open 

fault. Please note that such distinction between open and stuck-at faults is based on fault equivalency as well as 

the open fault model, i.e., the logic behavior of open defects. If the logic behavior of an open is equivalent to a 

stuck-at-1 (or stuck-at-0) fault, then the diagnosis procedure identifies the open as a stuck-at-1 (or stuck-at-0) 

fault due to fault equivalency. However, if we distinguish between open defects that fail only at stuck-at-0 or 

stuck-at-1 test (not both) and those failing at both tests (we call the latter “logic-level open fault”), then the 

above-mentioned classification and procedure are applicable. If neither the all OR nor the all AND 

configurations fails, it can be concluded that the fault is neither stuck-at nor open. Hence, it must be a bridging 

fault (since no bridging fault is sensitized in either the all OR the all AND configurations). This situation is 

addressed in the next subsection in more details.  

iii) Diagnosis of Bridging Faults: The bridging fault list for a circuit with nets contains distinct pair-wise 
bridging faults. Hence, at least test configurations are required for single bridging fault diagnosis. The technique 

presented in this section is an adaptive approach in which the determination of the next test configuration 

depends on the pass/fail outcome of the previous test configuration. Fault diagnosis. The logic blocks under test 

are categorized in multiple groups and each group is connected to its own compactors. In other words, this 

approach can provide multiple diagnoses of single faults each in different groups of logic blocks connected to 

different compactors.  

 
 

Fig-4. Application-Dependent Self-Test Architecture for Logic Blocks. (A) Original Configuration. (B) BIST 

Configuration. 

 

III. LOGIC BLOCK DIAGNOSIS 

A. Main Concept 

The concept behind the application-dependent logic block testing is presented in the following scheme. In this 

BIST scheme, each logic block will be tested concurrently. The global interconnect is reprogrammed in such a 

way that the test signals are routed to each logic block. A linear feedback shift register (LFSR) or a binary 

counter for generating test vectors is connected to the inputs of all used logic blocks. The logic block outputs are 

observed through an internal response compactor. The response compactor can be combined with a response 

(parity) predictor, such that a unique pass/fail signal can be generated.  In Fig-4(a) the original design, with used 
logic blocks F1 to F9 with original interconnections is shown. In the BIST configuration, the original 

interconnections are modifies such that LFSR outputs, implemented in unused blocks, are connected to the 

inputs of all used blocks F1-F9 in parallel. The outputs of used blocks along with the parity predictor block are 

connected to the response compactor, which is also implemented in the available unused resources. 

The compactor circuitry can be represented as a binary parity matrix in terms of 0 and 1 with n rows and m 

columns. Each row of the matrix corresponds to a logic block output and each column corresponds to a 

compactor output. The entry in row I and column j of the parity matrix is 1 if and only if the jth compactor output 

depends on the output of the ith logic block; otherwise, the entry is 0. The XOR tree can be represented by a 
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vector (n x 1) with 1 in all entries. For single fault diagnosis, the compactor must have at least upper bound of 

log2(n+1) outputs to differentiate the fault-free situation and n distinct (single) faulty logic blocks, i.e., m= upper 

bound of  log2(n+1). As long as all rows are nonzero and distinct, any single fault can be detected and uniquely 

diagnosed. The easiest structure would be the counting sequence: the rows of this matrix correspond to binary 

numbers 1 to n represented in upper bound of log2 (n+1) bits (columns). 

B. Diagnosis Resolution 
To achieve higher diagnosis resolution, the following coding scheme can be used, if every row of the parity 

matrix is nonzero, distinct, and contains an odd  number of 1’s, it can precisely identify all single faults and also 

distinguish the occurrence of double faults from single faults . One example of a matrix with this property for 

eight logic blocks and the corresponding compactor circuit are shown in Fig. 5 

 
 

Fig-5. Parity Matrix and the Corresponding Compactor Circuit with Eight Inputs and Four Outputs 

Iteratively 

C.  Implementation and Experimental Results 

When dealing with FPGAs and not with ASICs, the hardware resources (unused logic blocks and interconnect) 

already exist and any BIST circuitry is usually considered as free [30]. However, the BISD circuitry must be 
small enough to fit in the unused logic blocks. In other words, if the overhead of the BISD circuitry is small then 

it is not necessary to partition the circuit and use an extra test configuration. Alternatively, it is desirable if the 

BISD circuitry can fit in the unused resources of the smallest FPGA device that it used to map the original user 

application. 

The following Fig-6. Represents the ASM chart of the Fault diagnosis of Top-order module. The ASM chart 

describes the sequence of events as well as the timing relationship between the states of a sequential controller 

and the events that occur while going from one state to the next. Fault diagnosis module is explained by eight 

states. State 1 Represents the code checker block here performing code checking of the data if cx1 equal to cx2 

then the output will be 1 otherwise the output will be zero. state 2 represents the msgrom here we are performing 

the msgen if the generator equals 1 then the data==addr+1 if the data equal to zero then the output will be zero. 

State 3 represents the encoding the data in the BCH is used to encoding data if clrn=0 the data is zero, if the 

clrn=1 then the enable goes to high and performing XOR operation with scale. In stage 3 if data=1 then 
feedback will be XOR with x with mem 31, if the data=0 then feedback will be 0, if data=1 then x will be stored 

in y, otherwise y=mem31.Stage 4 represents the generator polynomial in this BCH encoding performing and 

finding (mo.....m31).Stage 5 represents the self checking in then 1 is assumed to odd even and parity 1 is data 

xor with odd even. Stage 6 represents the parity checker and the outputs will error indication. Stage 7 represents 

the error detection after the error indication the data will be detected. If codechec==hamwei if it is true errdet is 

0, if it is false errordec=1.   
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Fig-6 ASM chart of Multiple Fault Diagnosis Module 

 

IV.SIMULATION RESULTS 

 

 Multiple fault diagnosis: 

 
  

Fig-7. Simulation results of Multiple Fault Diagnosis Modules 

The diagnosis technique presented for single faults can be ex-tended for multiple fault diagnosis, as well. 

Basically, there are two main approaches that can be used for multiple fault diagnosis. In the first approach, 

multiple compactors are used each capable of single fault diagnosis. In the other approach, the compactors are 

extended for multiple fault diagnosis by implementing parity matrices corresponding to block codes with 

desirable distance. If d min is the minimum distance of the block code whose parity matrix is implemented by the 

compactor lower bound of (d min -1) /2, multiple faults can be precisely diagnosed by the corresponding 
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compactor. The block codes with multiple error correction falls within the class of BCH codes. If n is the 

number of (the outputs of) logic blocks under test and t is the number of multiple faults to be diagnosed, there 

exists a binary BCH code with minimum distance. Then, it is only sufficient to implement the corresponding 

parity matrix by the compactor to achieve the desirable multiple fault diagnosability shown in fig-7.  

 

V. FPGA REALIZATION 
The designed system is targeted on to Xilinx Virtex FPGA device belonging to virtex2p family with a speed 

grade of -7. It is observed that above 40% area for the targeted FPGA is covered for the implementation of this 

system. The CLB’S are connected in cascade manner to obtain the functionality for the designed system. 

A. Synthesis Report  

Synthesis is a process of constructing a gate level net list from a model of a circuit described in verilog. Figure. 

Depict the synthesis report of multiple fault diagnosis modules in Xilinx ISE 10.1 Environment for VERILOG 

source code.  

 
 

Fig-8.Synthesis report of the Multiple Fault Diagnosis Module 

 

The above Fig-8. Shows the device summary of the multiple fault diagnosis top order module which represents 

the summary of the used 832 gates, 256 flip-flops, 256 FDCES, buffers, inverters etc. The synthesis result for 

the proposed algorithm is presented: 

RTL Top Level Output File Name: encode.ngr 

Top Level Output File Name         : encode 

Output Format                               : NGC 

Optimization Goal                         : Speed 

Keep Hierarchy                              : YES 

Target Technology                        : Automotive 9500XL 

Macro Preserve                             : YES 
XOR Preserve                               : YES 

Clock Enable                                 : YES 

# IOs                                              : 21 

# BELS                                         : 842 

# AND2                                        : 24 

# GND                                          : 1 

# INV                                           : 9 

#OR2                                            : 8 

#XOR2                                         : 800 

# Flip-flops/Latches                     : 256 

# FDCE                                        : 256 

# IO Buffers                                 : 21 
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# IBUF                                         : 12 

# OBUF                                       : 9 

B. RTL View 

 
 

Fig-9. The RTL schematic of Multiple Fault Diagnosis Module 

The above Fig-9 shows the RTL schematic of the multiple fault diagnosis RTL is an acronym for register 

transfer level. This implies that the source code describes how data is transformed as it is passed from register to 

register and the below Fig-10. Shows the technological view of  the multiple fault diagnosis unit. 

 

C. Technology Schematic 

 
Fig-10.Technological view of Multiple Fault Diagnosis Module 

 

D. Implementation Observations 

 The implementation of proposed algorithm is illustrated in various pictorial views obtained during the process 

of realization. Fig-8. Represents the Synthesis report which is a process of constructing a gate level net list from 

a model of a circuit described in VHDL. Fig-9. Shows the RTL view of existing and proposed algorithm 

whereas Fig-10. Shows the technological schematic of targeted FPGA device.  

 

V. RESULT AND DISCUSSION 

In this paper, application-dependent diagnosis techniques for faults in the interconnects and logic blocks of an 

arbitrary design mapped into an FPGA are presented. For interconnect diagnosis, multiple faults (open, stuck-at, 

or bridging fault) can be uniquely identified. For logic block diagnosis, a BISD approach is presented in which 

multiple faults can be uniquely identified in only one test configuration. This method can be used for defect 
tolerance by the manufacturer in order to increase the manufacturing yield, i.e., as a part of application-specific 

FPGA (ASFPGA) test flow, or in the online self-repair schemes for fault tolerant applications. The presented 
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technique in this paper is able to diagnose multiple faults in the logic blocks in only one test configuration with a 

fixed test time. 

 

ADVANTAGES 

The advantages of this work is that it Reduced Power dissipation ,gives Higher throughput rate, Higher 

processing speed, Fast Computation, LFSR can rapidly transmit a sequence that indicates high-precision relative 
time offsets and many more. 
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